
​ ​​ ​​ ​​ ​​ ​​ ​​ ​​ ​​ ​​ ​​ ​​ ​​ ​​ ​​ ​​ ​​ ​​ ​​ ​​Online​ ​Safety 
 

1. Know​ ​the​ ​scams;​ ​share​ ​what​ ​you​ ​know​ ​with​ ​your​ ​friends 
and​ ​learn​ ​about​ ​the​ ​different​ ​scams​ ​and​ ​how​ ​to​ ​avoid​ ​them. 

2. think​ ​before​ ​you​ ​click;​ ​don’t​ ​click​ ​on​ ​links​ ​or​ ​messages 
from​ ​people​ ​you​ ​don’t​ ​know​ ​a​ ​s​ ​this​ ​could​ ​lead​ ​to​ ​theft​ ​of 
personal​ ​information​ ​or​ ​virus​ ​downloads. 

3. SAFELY​ ​PERUSE,​ ​BEWARE​ ​OF​ ​PHONY​ ​WEBSITES.​ ​IF​ ​a​ ​SITE 
ASKS​ ​FOR​ ​PERSONAL​ ​INFORMATION,​ ​THAT​ ​YOU​ ​DOUBLE 
CHECK​ ​THE​ ​URL​ ​AND​ ​MAKE​ ​SURE​ ​IT’S​ ​NOT​ ​ASKING​ ​FOR 
INFORMATION​ ​IT​ ​SHOULDN’T. 

4. Shop​ ​safely;​ ​you​ ​should​ ​use​ ​a​ ​credit​ ​card​ ​rather​ ​than​ ​a 
debit​ ​card​ ​when​ ​shopping​ ​ponline​ ​as​ ​credit​ ​card​ ​companies 
are​ ​more​ ​willing​ ​to​ ​reimburse​ ​you​ ​for​ ​any​ ​fraudulent 
charges. 

5. Good​ ​passwords,​ ​don’t​ ​use​ ​simple​ ​passwords​ ​like 
monkey123,​ ​because​ ​it’s​ ​very​ ​easy​ ​to​ ​guess.​ ​AND​ ​DON’T​ ​USE 
SAME​ ​PASSWORD​ ​FOR​ ​CRITICAL​ ​ACCOUNTS. 

6. Watch​ ​your​ ​Wi-Fi​ ​connectivity.​ ​Protect​ ​your​ ​network​ ​by 
changing​ ​your​ ​router’s​ ​default​ ​settings​ ​and​ ​making​ ​sure 
you​ ​have​ ​the​ ​connection​ ​password-protected.  

7. protect​ ​your​ ​information;​ ​make​ ​sure​ ​to​ ​backup​ ​all​ ​of​ ​your 
data​ ​on​ ​your​ ​devices​ ​in​ ​case​ ​of​ ​theft​ ​or​ ​loss. 

8. Install​ ​firewall​ ​and​ ​antivirus​ ​software​ ​such​ ​as​ ​avast​ ​and 
Malware,​ ​most​ ​of​ ​your​ ​devices​ ​will​ ​come​ ​with​ ​a​ ​firewall 
but​ ​these​ ​aren't​ ​very​ ​good​ ​and​ ​most​ ​cyber​ ​attacks​ ​will​ ​get 
through​ ​them. 

9. keep​ ​your​ ​security​ ​software​ ​up​ ​to​ ​date;​ ​use​ ​your 
manufacturer's​ ​latest​ ​software​ ​update​ ​and​ ​make​ ​sure​ ​that 
it​ ​automatically​ ​does​ ​routine​ ​scans​ ​to​ ​protect​ ​your​ ​devices. 

Sources: 
https://securingtomorrow.mcafee.com/consumer/10-tips-stay-saf
e-surfing-web/ 
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