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Digital identity 
 
IP Port Mirroring Workshop 
 

In 2018, Is there a Safe Way to Transmit by network your Confidential Data ? 
 
You will be the Team C and you will use a manageable Switch to try sniffing communication over a 
network between two computers [Team A and Team B]. 
 
Two teams [A & B] will try to safely transmit to and receive data  from each other. 
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Team C Step 1 : 
 
Connect your computer to the port 2 of the switch 
Open the Wireshark software.  
 
 

• Select the Ethernet input [Capture/Input/Ethernet/start] 
• Add a filter rule to research any packet from Team A [192.168.1.80] or Team B [192.168.1.90] 

 

 
 

•  Launch Wireshark analysis 
 
 
Team C Step 2 : 
 
Are you able to capture any UDP packet from Team A or Team B ? 
 
 
How does a network Switch works ? 
 
 
Team C Step 3 : 
 
Open the ProSafe Utility software 
 

• Select the Switch on the address 192.168.1.70 [password : password] 
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Team C Step 3 : 
 
Enable the Mirroring mode of the port 4 and 5 to the port 2 

 
 
 
Team C Step 4 : 
 
Launch again a Wireshark analysis : 
 
You should be able to read UDP packet from Team A or team B. 
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However team A and team B can cipher their messages. 
 
In that case you will only be able to read that : 

 
 
Have in mind that it could be a simple Caesar encryption. 
 
Team C Step 4 : 
 
So a wooden Caesar disk could be used to incipher all the data [try a shift of 4… :)] 
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