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Digital identity

IP Port Mirroring Workshop

In 2018, Is there a Safe Way to Transmit by network your Confidential Data ?

You will be the Team C and you will use a manageable Switch to try sniffing communication over a
network between two computers [Team A and Team B].

Two teams [A & B] will try to safely transmit to and receive data from each other.

£ Prosafe Plus Configuration Utility

Q NETGEAR

"“
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Team C Step 1:

Connect your computer to the port 2 of the switch
Open the Wireshark software.

Wireshark

e Select the Ethernet input [Capture/Input/Ethernet/start]

e Add a filter rule to research any packet from Team A [192.168.1.80] or Team B [192.168.1.90]

Yo *Ethernet

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AR ® |k B RemEFEIZEQAQAAQAE
M ]ip.addr == 192.168.1.80 or ip.addr == 192.168.1.90

No. Time Source Destination Protocol  Length Info

e Launch Wireshark analysis

Team C Step 2:

Are you able to capture any UDP packet from Team A or Team B ?

How does a network Switch works ?

Team C Step 3:
Open the ProSafe Utility software

e Select the Switch on the address 192.168.1.70 [password : password]

72 ProSAFE Plus Configuration Utility-GS105Ev2-Parma - O I

NETGEAR’ GS105Ev2

Connect with Innovation™ Select Language:

Network | Systemr | viAN. | oos | VHelp ‘ Engish |v| (_our ]
Switch Selection

“Switch Selection | Please select a switch to configure

Discovered Switches

Product Switch Name MAC Address IP Address ncated on IP Network
(=)  GS105EV2 Parma a0:40:a0:70:a6:6 192.168.1.70 92.168.1.45
|
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Team C Step 3:

Enable the Mirroring mode of the port 4 and 5 to the port 2

72 ProSAFE Plus Configuration Utility-GS105Ev2-Parma — DO I

NETGEAR’ GS105Ev2

Connect with Innovation™ Select Language:

‘ Network 7 ‘

) Status | Maintenance | Monitoring | Multicast | Management

~ Port Statistics Port Mirroring

~Mirroring Port Mirroring Configuration
- Cable Tester

Mirroring | Enable J v

Port 01 02 03 04

p—

[} < [in] a 192.168.1.70/login.cgi @]

NETGEAR

\ VLAN H QoS H Help ‘ English | v QuIT

a

GS105Ev2 - 5-Port Gigabit ProSAFE Plus Switch 4
I I S
Management  Maintenance MultiCast
« Port Statistics Port Mirroring Configuration @
Mirroring Disable + Destination Port
+ Cable Tester Sl
Ports _1 lzil lil lil lsil

Team C Step 4 :
Launch again a Wireshark analysis :

You should be able to read UDP packet from Team A or team B.

Y- Capturing from Ethernet =
:File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ABA®|LERBIQesEFEZ HaaaE

(M ip.addr == 192.168.1.80 or ip.addr == 192.168.1.90 BT ~] Bxpression... | +
No. Time Source Destination Protocal  Length  Info
C 85 27.817657 192.168.1.99 192.168.1.80 UDP 123 8888 » 9999 Len=81
L 478 121.102589 192.168.1.80 192.168.1.99 UDP 133 9999 » 8888 Len=91
[
b Frame 478: 133 bytes on wire (1064 bits), 133 bytes captured (1064 bits) on interface 9
b Ethernet II, Src: GheoSa_0d:04:4a (90:a2:da:0d:04:4a), Dst: GheoSa_0d:9f:90 (90:a2:da:0d:9f:90)
b Internet Protocol Version 4, Src: 192.168.1.80, Dst: 192.168.1.99 ]
b User Datagram Protocol, Src Port: 9999, Dst Port: 8888 4
b Data (91 bytes)
DOOD 99 a2 da @d 9f 99 90 a2 da Od 04 4a 08 00
0010 00 77 00 02 40 00 80 11 76 79 cO a8 91 50
P20 @1 5a 27 Of 22 b8 00 63 8e 9d 41 20 6d 65 Z'."oic . A mess
P30 6l 67 65 20 66 72 6f 6d 20 4c 79 63 €9 65 age from Lyc.e E
0040 75 67 e8 6e 65 20 4¢c 69 76 65 74 20 20 20 ug.ne Li vet
0050 20 20 20 20 20 20 20 20 20 20 20 20 20 20
0060 20 20 20 20 20 20 20 20 20 20 20 20 20 20
D070 20 20 20 20 20 20 20 20 20 20 b8 22 of 27
D80 da Od 04 4a 2e el Iy
O 7 Ethernet: <live capture in progress> H Packets: 624 * Displayed: 2 (0.3%) H Profile: Default | .: i
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However team A and team B can cipher their messages.

In that case you will only be able to read that :
Y of *Ethernet
File Edit View Go Capture Analyze Statistics Telephony Wireless

Tools

_oEm

Help

AR @ LERBIQesZFI=EFaaaE
[i [ip.addr == 192.168.1.80 or ip.addr == 192.168.1.90 EdED ~| Expression... | +

No. Time Source Destination

Protocol

Length  Info

3448 1361.504822 192.168.1.90 192.168.1.80

UDP

123 8888 » 9999 Len=81

Ethernet II, Src:
Internet Protocol Version 4, Src: 192.168.1.90, Dst: 192.168.1.80
User Datagram Protocol, Src Port: 8888, Dst Port: 9999

Data (81 bytes)

WENE LN LAV

Frame 3448: 123 bytes on wire (984 bits), 123 bytes captured (984 bits) on interface @
GheoSa_0d:9f:90 (90:a2:da:0d:9f:90), Dst: GheoSa_0d:04:4a (90:a2:da:0d:04:4a)
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wireshark_ED7F6E.DD-4DB7-434E-...821AFCE_20171029214833_309176|| Packets: 3540 * Displayed: 1 (0.0%) * Ignored: 25 (0.7%) || Profile: Default | .:

Have in mind that it could be a simple Caesar encryption.

Team C Step 4 :

So a wooden Caesar disk could be used to incipher all the data [try a shift of 4...

ceo Attilio Bertoluc i

EZA o |
) |

First name '

Surname

P
wa
Q’O N*

ycée Eugéne Live
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Documentation

1 2 3 4 5

Switch
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ASCII table

Dec Hex Oct Chr

Dec Hex Oct HTML Chr

Dec Hex Oct HIML Chr Dec Hex Oct HTML Chr

00 000 NULL 32 20 D040 G#032 Space B4 40 100 6#064 @ 96 60 140 G#036; °
11 00l Startof Header 33 2 04 G#033;! BS54l I01G#065: A 89761 14l G#097: a
22 002 Start of Text 34 22 042 GH#034: " 66 42 102 6#066: B 98 62 142 6#0398: b
33 003 End of Text 35 23 043 G#035; # 67 43 103 §#067: C 99 63 143 6#099; c
44 004 End of Transmission 36 24 044 G#036; S B8 44 104 6#068: D 100 64 144 G#I00; d
85 005 Enguiry 37 25 045 &#03T; % B9 45 105 G#063: E  1DIBS 145 G#I0: e
66 006 Acknowledgment 38 26 046 G#038; & 70 46 106 &#070; F 102 66 146 G#I02 f
77 007 Bell 33 77 047 G#033; " 47 1076407 G 103 B7 147 &#I03; g
88 0I0 Backspace 40 78 050 G#040; ( 7248 D &#072 H 104 68 150 G#104; h
93 0 Horizontal Tab 4723 051 &#04L; ) 7343 NI G#073; 1 10563 151 G#IOS; i
DA 012 Line feed 42 20 052 G#042 * 7440 N2&#074 J 106 BA 152 GHIOB; j
18 013 Vertical Tab 43 28 053 G#043; + 7548 N3 G#075: K 107 6B 153 &#107. k
12C 014 Formfeed 44 0 054 G#044 76 4C 114 &#076; L 108 6C 154 G#I08; |
130 0I5 Carriage return 45 20 055 G#045; - 774D 5 &#077: M 109 6D 155 G#I03: m
14E DI6 Shift Out 46 2t 056 G#046; . 7B 4 1B G#078; N 1D BE 156 &#II0; n
ISF 017 ShiftIn 47 2% 087 G#04T, / T34F  W7E&H073, 0 M BF 157 G#lll o
I610 020 DataLink Escape 48 30 060 G#048: 0 80 50 120 G#080: P M2 70 160 G#I1Z p
1711 021 Device Contraol | 49 31 061 G#049; 1 8IS 126#08: 0 M37 16l G#II3: q
1812 022 Device Contral 2 al 32 062 &#030; 2 8252 122G#082R 11472 |62 G#ll4 r
1913 023 Device Control 3 al 33 063 &#051; 3 8353 123 6#08% S M573 63 G#IIS s
20 14 024 Device Control 4 92 34 064 G#052 4 B4 54 124 6#084T NGB T4 164 GHIIG: t
215 025 Negative Ack. a3 35 065 6#053; 5 8555 120640850 N775 IBS GHIT: u
2216 026 Synchronous idle 94 36 066 G#054; B 8656 126 G#OB6:V 1B 76 166 G#IIB; v
2317 027 End of Trans. Block 55 37 067 &#055 7 8757 1276#087: W N9 77 167 GH#IIS: w
2418 030 Cancel a6 38 070 G#0S6; 8 88 58 130 6#088: X 12078 170 G#120; x
2513 03| End of Medium a7 33 071 &#0S7. 9 8359 13I16#08%Y 12473 ITGHIZ y
26 A 032 Substitute a8 34 072 G#0S8; : 05A 1326#090:Z 1227A 172 G6#122 z
2718 033 Escape a9 38 073 G#059; ; 9158 1336408 [ 12378 173 G#123; {
28 IC 034 File Separator B0 3C 074 G#0B0; < 92 5C 134 6#092 \ 124 7C 174 G#24; |
2910 035 Group Separator Bl 30 075 &#06l = 9350 356#093:1 12570 75 GH#125; }
30 1€ 036 Record Separator B2 3t 076 &#062 > 94 5t 136 6#034 * 126 7€ |76 G#IZ6; ~
31 IF 037 Unit Separator B3 3F 077 G#063; ? 95 5F 137 G#095; 127 7F 177 &#IZT; Del
asciichars.com
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