
DIGITAL FOOTPRINT



We’ve been studying aspects about Digital Footprint on

our social studies classes and today we will present some

of our findings to you all.

Introduction



Digital footprint is the trail left in the digital environment using the
internet, mobile phones and other digital devices.

In social media, the digital footprint often refers to a person's
"online presence", measured by the number of individuals to whom
they are connected. The digital footprint is based on everything on
the Internet about us: from social networking, Internet research,
published information, among others.

At all these moments we always leave some data that allows us to
be identified, such as our name our address and even the credit card
number.

This "trail" is called «digital footprint» and allows everyone who has
access to this information to recreate our profile.
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Framework



Social media users should understand that their digital footprint can normally
be searched and viewed by a vast invisible audience. In addition, the digital
footprint is very difficult to erase, which can be both useful and detrimental to
a person's reputation.

People can take some control over their digital footprint, reflecting on what
they publish and share.

On the Internet we're a number. Exactly, a number that was designated by IP,
that is, the address: each personal connection always carries with it an IP,
something unique, only ours and that we take wherever and whenever we
browse.
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When we browse the Internet (World Wide Web), using a browser, we leave a huge trail of

information online and on the device we are using, because the visited websites store data in the

form of cookies, run small programs (scripts) and record the user's activity, even if we do not enter

any information. The ultimate goal is to create user profiles for commercial, marketing and advertising

purposes, which takes risks.

In the case of social networks, where one actively shares and issues opinions, one can create a

complete fake profile of the person and his personality, likes, political options, etc.
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Cons

There are people with bad intentions who can "follow in your
footsteps" and find out your location and then violate your
privacy.

It's unpleasant to know that someone invades our privacy.

If this is available to the common citizen, imagine the fact that
it is available to marketing companies, allowing them to
evaluate the market and make direct and personal advertising.

With more advanced technology, with unlimited resources, we
all know that there are especific services in order to follow
these "electronic footprints", whose main objective is to collect
information, studying people and movements.



eSafety

Internet safety is all the attention we should pay to our information, and everything

that is part of the internet: computers, tablets and mobile phones, are usually

attacked by cyber criminals.

One must take action secure all digital devices to avoid losing information and

equipment failures. To do so, one should execute correctly safety programs. There are

databases and devices that may help not to lose information to wrong people.



Therefore, we may summarize some risks:

Information, identity, money, personal data, photos,

passwords, etc. theft.

Viruses, scams, ransomware, etc.

eSafety



eSafety

When cyber criminals attack, they usually use some kind of virus, to try to take

control of our computer and change normal features, to make it easier to execute

the scam.

They also use a technique called phishing. They pretend to be someone else

normally through emails, or social networks to get information from the target.



eSafety

To get an idea of the amount of information that is collected while surfing the network, we will give you

some examples:

as soon as you open a browser (browser such as Edge, Chrome, Internet Explorer, Firefox, Opera,

among others), you start immediately leaving a digital footprint: your IP is identified and your trail is

saved so when you access the browser again, you don’t have to login and insert data. This makes it

easy to know your location, the software that you use, your equipment and connection.

To get an idea of the information that may be collected you can visit http://webkay.robinlinus.com/ (What

every Browser knows about you)

https://ssl.microsofttranslator.com/bv.aspx?ref=TAns&from=&to=en&a=http%3A%2F%2Fwebkay.robinlinus.com%2F


Como evitar ou prevenir

Finally, some ways to avoid contacting professionals who work daily with cybercrime cases.

Also for more casual users, you can prevent yourself from being attacked by using a simple antivirus

on computers, so it is always recommended to have one installed. (e.g. Windows Defender, AVG,

Avast).

Each of the following personal information protection techniques can help reduce risk because they

act as locks, car alarms, and other security measures: tools that provide enough protection to ward

off people with bad intentions.



Legislation

In July 2016, the European Union took the Directive (EU) 2016/1148 into

consideration so to achieve a high level of security within the European Union

networks and information systems.

In Portugal, that directive was incorporated in the Law No. 46/2018 of 13th August

which defined the legal regime for cyberspace security (Cybersecurity Law).



Conclusions

It is important that we all reflect upon digital security and

the impact it has on our lives.

We should all be aware of the implications and make sure

we are in fact safe so we don’t risk to be sorry later on.



Challenge:

Access our padlet and share your

opinions and experiences.

Give us your input. We would love

to read it!

https://padlet.com/elianalopes1/8i35dijgi6po6qtu

https://padlet.com/elianalopes1/8i35dijgi6po6qtu



